
Program Analysis, University of Stuttgart, Summer 2026

Exercise 3: Information Flow Analysis and Fuzzing

Deadline for uploading solutions via Ilias:
June 10, 2026, 11:59pm Stuttgart time

Consider the following SIMP program P. Consult lecture slides for its syntax and semantics.

1 t := !m + !p;

2 u := !n + 1;

3 if !p = 0 then

4 r := !t

5 else

6 (while !t < !u do

7 t := !t + 2);

8 if !t = !u then

9 r := !u

10 else

11 r := !t - !u

Security model. We use a source-tracking security lattice with four labels: Public, M , N ,
and MN . The label M means “may depend on the initial value of m”, N means “may depend
on the initial value of n”, and MN means “may depend on both initial values”. The ordering
is:

Public ⊑ M ⊑ MN and Public ⊑ N ⊑ MN ,

where M and N are incomparable. Initially, m has label M , n has label N , and p and numeric
constants have label Public. The label of an expression is the least upper bound of the labels
of all variables read by the expression. Assignments are influenced by the current program-
counter label: when executing x := e, the new label of x is the label of e joined with the current
program-counter label. The body of a conditional or loop is executed under a program-counter
label joined with the guard label.

Policy. After the SIMP command terminates, assume that the final value of r is written to
a public report. This public report is the untrusted sink. The information flow policy is that
only Public information should reach the untrusted sink.
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1 Information Flow Analysis [50 points]

1.1 Execution 1 [25 points]

Consider a dynamic information flow analysis that considers both explicit and implicit flows.
The information flow policy is that only Public information should reach the untrusted sink.
Consider the initial store:

{m 7→ 3, n 7→ 6, p 7→ 0}.

• What are the security labels of variables and expressions (after executing the given line)
during the execution? Use the following template to provide your answer. For unreachable
lines of code during this execution, fill the security label with Unreachable. [20 points]

Step Line Variable or expression Security label

Initial assignment 1 t after t := !m + !p

Initial assignment 2 u after u := !n + 1

Public selector 3 !p = 0

Then branch 4 r after r := !t

Loop check 6 !t < !u

Loop body 7 t after t := !t + 2

Final if 8 !t = !u

Final then branch 9 r after r := !u

Final else branch 11 r after r := !t - !u

Public report – final r

• Does this execution violate the information-flow policy? Explain your answer. [5 points]
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1.2 Execution 2 [25 points]

Consider a dynamic information flow analysis that considers both explicit and implicit flows.
Again, the information flow policy is that only Public information should reach the untrusted
sink. Consider the initial store:

{m 7→ 3, n 7→ 6, p 7→ 1}.

• What are the security labels of variables and expressions (after executing the given line)
during the execution? Use the following template to provide your answer. For unreachable
lines of code during this execution, fill the security label with Unreachable. [20 points]

Step Line Variable or expression Security label

Initial assignment 1 t after t := !m + !p

Initial assignment 2 u after u := !n + 1

Public selector 3 !p = 0

1st loop check 6 !t < !u

1st loop body 7 t after t := !t + 2

2nd loop check 6 !t < !u

2nd loop body 7 t after t := !t + 2

Final loop check 6 !t < !u

Final if 8 !t = !u

Final then branch 9 r after r := !u

Final else branch 11 r after r := !t - !u

Public report – final r

• Does this execution violate the information-flow policy? Explain your answer. [5 points]

3



2 Fuzzing [25 points]

Consider an AFL-like coverage-guided fuzzer that generates initial stores for the SIMP program
P above. The fuzzer ignores values and security labels after execution; it only records which
control-flow edges are covered. Use the following statement-level CFG for this task. The nodes
0 and X denote entry and exit, respectively; lines 5 and 10 are else delimiters and are not
separate CFG nodes. We write branch edges using T and F; for example, 3T denotes the edge
from line 3 to line 4 when the guard in line 3 is true.

01 : 0 → 1, 12 : 1 → 2, 23 : 2 → 3, 3T : 3 → 4,
4X : 4 → X, 3F : 3 → 6, 6T : 6 → 7, 76 : 7 → 6,
6F : 6 → 8, 8T : 8 → 9, 9X : 9 → X, 8F : 8 → 11,
11X : 11 → X.

• The fuzzer has generated the following inputs. For each input, the table gives the sequence
of covered lines. Indicate the edge coverage tracked by the fuzzer in the last column.
Ignore edge hit counts and write each covered edge at most once. [20 points]

Input Initial store Covered lines Covered edges

Input 1 m=3,n=6,p=0 1, 2, 3, 4

Input 2 m=3,n=6,p=1 1, 2, 3, 6, 7, 6, 7, 6,

8, 11

Input 3 m=2,n=4,p=1 1, 2, 3, 6, 7, 6, 8, 9

Input 4 m=3,n=3,p=1 1, 2, 3, 6, 8, 9

Input 5 m=5,n=2,p=1 1, 2, 3, 6, 8, 11

• Which inputs are retained for further mutation if the fuzzer keeps an input exactly when
it discovers at least one edge not covered by previously retained inputs? Explain your
answer. [5 points]
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3 Information Flow Fuzzing [25 points]

In this task, we use the following idea of information-flow fuzzing1: keep the public input fixed,
mutate the secret inputs, and see whether the public output changes. Here the public input is
the initial value of p. For each value p0 chosen for p, we run P twice. For the first run R, the
initial store is

{p 7→ p0, m 7→ 3, n 7→ 6}.

For the second run R′, keep p mapped to the same value p0, but mutate the secret inputs to
one of:

µM = {m 7→ 4, n 7→ 6}, µN = {m 7→ 3, n 7→ 7}.

Thus, µM changes only m, and µN changes only n. The public output is the final value of r.
After the two runs, we compute two outcomes:

1. Leak oracle: reports a leak if and only if the final r values in R and R′ differ.

2. Data-difference guidance: records whether the final values of t and u differ between
R and R′.

For the two data-difference columns, write whether the final values of t and u differ between
R and R′.

• Complete the table. For each row, compare the first run R with the second run R′ for
the same public input p. [20 points]

Mutation p final r (R) final r (R′) Leak? final t differs? final u differs?

µM 0

µM 1

µN 0

µN 1

• For mutation µN and public input p=0, explain how the leak oracle differs from the
data-difference guidance. [5 points]

1For further context on this idea, interested students may refer to Gruner, Brust, and Zeller, “Finding
Information Leaks with Information Flow Fuzzing,” ACM TOSEM 2025, https://doi.org/10.1145/3711902.
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