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Relevant for
� Finding the right team or developer

� Giving the developer a starting point

� Enabling automated program repair
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Goal

Only input:
Raw crash
trace

Desired output:
File where to fix
the bug

Crash-based, file-level bug localization
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Example of Crash Trace

Nb. Lines of raw crash trace

1 android_crash:java.lang.IllegalStateException: ...

2 stack_trace: java.lang.RuntimeException: Unable to ...

3 at android.app...(ActivityThread.java:3975)

... (dozens of more lines)
23 Caused by: java.lang.IllegalStateException: Activity has ...

24 at android.app.FragmentManagerImpl.enqueueAction...

25 at android.app...commitInternal(BackStackRecord.java:745)

26 at android.app...commitAllowingStateLoss(...)

27 at ...clearBrowserFragment(DoStuffBrowserController.java:775)

28 at ...exitDoMoreStuff(DoStuffBrowserController.java:196)

29 at ...DoMoreStuffRootView.exitDoMoreStuff(...)

... (dozens of more lines)
76 app_upgrade_time: 2018-08-19T17:02:12.000+08:00

77 package_name: lala

78 peak_memory_heap_allocation: 92094532

79 app_backgrounded: false

... (dozens of more lines)
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Example of Crash Trace (2)

Nb. Lines of raw crash trace

1 [twi01447.08.ftw1.example.com] [Sat Sep 29 13:20:40 2018] ...

2 (Events: <null_response_query_id>)

3 (App Version: 189.0.0.44.93)

4 (NNTraceID: FAiHFWy4Isj)

5 (Sampling ID: A_oSj-oZbo1GJnM8JHKL3o_)

... (dozens of other lines)
31 trace starts at [/var/abc/def/core/runtime/error.php:1021]

32 #0 __log_helper(...) called at [/var/abc/.../error.php:1021]

33 #1 log() called at [/var/abc/def/core/logger/logger.php:1162]

34 #2 NNDefaultLogMessage->log() called at [/var/abc/...:938]

35 #3 NNLogMessage->process() called at [/var/abc/def/...]

36 #4 NNLogMessage->warn() called at [/var/abc/def/...]

37 #5 NNLogMessage->warn_High() called at [/var/abc/...]

38 #6 MultifooClient->genPopulateResults$memoize_impl() ...]

39 #7 ... called at [/var/abc/.../MultifooQuery.php:5782]

40 #8 Closure$MultifooQuery::genStuff#9() called at...]

... (dozens of other lines)
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Challenges

Heterogeneous
code base
Different languages,
platforms, and domains

Code base with multiple
millions of files

Information in crash
traces may not exactly
match code base

Scalability

Fuzzy information
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buggy executions
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of a bug, e.g., stack
trace or bug report
[Nguyen2011, Zhou2012, Saha2013, Kim2013,
Rongxin2014, Ye2014, Lam2015, Koyuncu2019]
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Prior Work on Bug Localization

Based on traces
of correct and
buggy executions
[Abreu2007, Jones2002, Li2018]

Based on evidence
of a bug, e.g., stack
trace or bug report
[Nguyen2011, Zhou2012, Saha2013, Kim2013,
Rongxin2014, Ye2014, Lam2015, Koyuncu2019]

Needs tests that
reproduce field crash

Scalability problems

Focus on a single programming language
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Scaffle: Overview

Predicted
file

if(x) {
...

} if(x) {
...

}

if(x) {
...

}

if(x) {
...

}

Crash
trace

Key insight:
Decomposition of the problem

Relevant
lines

IR-based
search

Trace-line
model
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Trace-line Model

Machine learning model:
Predict relevance of lines in crash trace

Crash trace t

line 1
line 2
line 3
line 4

Trace-line
model

Relevance
vector r

etc.

4%
12%
87%
62%
etc.
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Training Data from Past Crashes

Compute pairs (t, r) of traces and
relevance vectors from fixed crashes

Files changed
in crash fix

if(x) {
...

} if(x) {
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}

Crash
trace
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Training Data from Past Crashes

Compute pairs (t, r) of traces and
relevance vectors from fixed crashes

Files changed
in crash fix

if(x) {
...

} if(x) {
...

}

Crash
trace

Which lines are
most relevant to
locate the fixed
files?
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Training Data from Past Crashes

Compute pairs (t, r) of traces and
relevance vectors from fixed crashes

Tokens
in lines

More overlap
⇒ More relevant

Files changed
in crash fix

if(x) {
...

} if(x) {
...

}

Segments
in file paths

Crash
trace
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Example of Crash Trace

Nb. Lines of raw crash trace

1 android_crash:java.lang.IllegalStateException: ...

2 stack_trace: java.lang.RuntimeException: Unable to ...

3 at android.app...(ActivityThread.java:3975)

... (dozens of more lines)
23 Caused by: java.lang.IllegalStateException: Activity has ...

24 at android.app.FragmentManagerImpl.enqueueAction...

25 at android.app...commitInternal(BackStackRecord.java:745)
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Example of Crash Trace

Nb. Lines of raw crash trace

1 android_crash:java.lang.IllegalStateException: ...

2 stack_trace: java.lang.RuntimeException: Unable to ...

3 at android.app...(ActivityThread.java:3975)

... (dozens of more lines)
23 Caused by: java.lang.IllegalStateException: Activity has ...

24 at android.app.FragmentManagerImpl.enqueueAction...

25 at android.app...commitInternal(BackStackRecord.java:745)

26 at android.app...commitAllowingStateLoss(...)

27 at ...clearBrowserFragment(DoStuffBrowserController.java:775)

28 at ...exitDoMoreStuff(DoStuffBrowserController.java:196)

29 at ...DoMoreStuffRootView.exitDoMoreStuff(...)

... (dozens of more lines)
76 app_upgrade_time: 2018-08-19T17:02:12.000+08:00

77 package_name: lala

78 peak_memory_heap_allocation: 92094532

79 app_backgrounded: false

... (dozens of more lines)

Most relevant lines
if bug fixed in
DoStuffBrowser-
Controller.java
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Neural Trace Line Model

Crash
trace

Tokens in a line

Embedded
tokens

Line
vectors

Trace
vector

Trace-level RNN

Line-level RNN

Word2vec embedding

Fully connected layer

Relevance
vector

4%
12%
87%
62%
etc.
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Scaffle: Overview

Predicted
file

if(x) {
...

} if(x) {
...

}

if(x) {
...

}

if(x) {
...

}

Crash
trace

Key insight:
Decomposition of the problem

Relevant
lines

IR-based
search

Trace-line
model
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IR-based Search for Bug Location

Line in
crash trace

Paths in
code base

IR-based
search
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IR-based Search for Bug Location

Query Documents
IR-based
search
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IR-based Search for Bug Location

Line in
crash trace

Paths in
code base

Tokenized into
words

Tokenized into
path segments

Example:
“at exitDoMoreStuff
DoStuffBrowserController
java”

Example:
“projectX/packageA/-
dostuff/DoStuffBrowser-
Controller.java”

IR-based
search
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Evaluation

≈ 20k crashes of various Facebook
products (Android, iOS, PHP)

Code base: Monorepo of Facebook

4-year period, 50-day steps
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End-to-End Effectiveness
Top-5 predictions on raw crash traces
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End-to-End Effectiveness
Top-5 predictions on raw crash traces
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End-to-End Effectiveness
Top-5 predictions on raw crash traces
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End-to-End Effectiveness (2)
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End-to-End Effectiveness (2)
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End-to-End Effectiveness (2)
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Top-5 predictions on stack traces only



18

Why Does It (Sometimes Not) Work?

� Buggy files (not) mentioned in traces

� Can(not) handle partial information
about files

� (No) understanding of the structure of
crash traces
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More Results: Paper

� Details on dataset

� Effectiveness of
trace-line model

� Efficiency

� Detailed

comparison with

baselines
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Conclusions

Scaffle:
Bug localization on millions of files

� New decomposition of the problem

� Identify most relevant lines in a trace

� Match relevant lines against paths in code base

� Learning-based, language-independent:

Easy to adapt to evolving code bases


